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Abstract  

Due to the positive impact on the security of information as well as trust، security، and 

transparency in various academic processes، blockchain technology has emerged as a 

prospective technology to improve quality assurance in higher education. This systematic 

review synthesizes more than 30 studies conducted between 2018 and 2025 on the application 

of blockchain technology for quality assurance in higher education. These trends include the 

application of blockchain for verification and management of academic credentials ، 

administration ، validation، impact of blockchain on ensuring quality، students’ information 

security، and design of academic systems based on blockchain technology. The texts reviewed 

unanimously discussed the advantages that include efficient service delivery، record accuracy، 

and tamper-proof systems. On the other hand، there are still challenges such as technical 

complexity، expensive costs، interoperability، and regulatory concerns of the country in 

question، particularly Afghanistan. The study analyzes applications from different areas، for 

instance ، credential verification as opposed to online course quality and adaptation strategies 

of blockchain toward building blockchain ecosystems، illustrating gaps in the absence of 

standard frameworks integrating various disciplines and empirical studies. Blockchain 

technology could be fully utilized for quality assurance in higher education if integrated 

governance models and practical implementations were developed. 

Keywords: Blockchain Technology، Higher Education، Quality Assurance، Educational 

Accreditation، Transparency in Education، Decentralized Systems 
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Introduction 

Ensuring quality assurance in higher education is crucial for the maintenance of academic 

programs as well as their continuous improvement، credibility and integrity. Education 

outcomes/Institutional performance validates by using strong data and clear-cut processes 

(Aburizaizah، 2022). Old QA methodologies encounter obstacles such as fragmented files ، 

fake certificates، and long tedious administrative processes. Teach Jha’s large scale degree 

fraud voids any trust in academic qualifications. Furthermore، post construction building 

handover provide data quality challenges tied to record keeping at universities  . 

Blockchain technology has created a more decentralized ledger that is resistant to 

tampering، drawing more attention to itself as a QA solution. Deepak (2024) states that its 

security، transparency، and immutability can assist in creation of automated educational 

record verification systems. Furthermore، this technology can facilitate instant verification 

of degree attestation globally، aid in cross-institutional credit transfer، and support micro-

credentialing (Shang et al.، 2023). This can also assist in micro-credentialing. As El Koshiry 

et al. (2023) explain ، blockchain is very suitable in areas that have strict trust and security 

requirements making it fit for many QA applications in the education sector . 

This article looks at how blockchain has been used in QA in higher education. We conduct 

a systematic review of recent works to discover the application domains (e.g. ، records 

management، administrative processes، accreditation)، consolidate research results، and 

investigate the advantages and disadvantages findings. The aim is to provide an overview 

of trends and gaps in current literature ، and an analysis of how blockchain is used for QA 

across different contexts. 

Quality assurance (QA) in higher education is facing tremendous challenges in the digital 

era caused by academic fraud and regulatory uncertainty، a lack of transparency in many 

regulatory processes، delays in the accreditation process، and fragmentation of systems 

across various administrations. In many cases، traditional mechanisms for QA are 

inefficient ، often centralized، and can be manipulated ، which erodes trust among constituent 

groups and contributes to the problem of fragmentation، which has implications for the 

credibility of institutions. 

Keen interest in the application of blockchain technology، which has four core features of 

decentralization، immutability، transparency، and secure data fingerprinting، has the 

potential to change a number of these challenges. Blockchain would allow for secure 

verification of academic records، allow for greater accountability، and potentially automate 

quality processes through smart contracts. 

While more literature is being made available about uses for blockchain in education، there 

is very little systematic review and analysis of blockchain in relationship to QA. It is difficult 

to gauge (1) the use of blockchain for QA processes in higher education، (2) what challenges 

are noted، and (3) available frameworks that would enable effective use with the QA process 

in higher education. Therefore، a systematic literature review was conducted to assess what 

is available in the literature on QA using blockchain، understand the themes that underpin 

the literature، and provide direction for future adoption through QA in higher education 

institutions. 
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Research Questions  

Main Research Question  :How can blockchain technology enhance quality assurance 

mechanisms in higher education institutions? 

Sub-Research Questions 

To achieve the aim، the following specific objectives will be pursued: 

RQ1: What are the main applications of blockchain technology in improving quality 

assurance practices in higher education  ? 

RQ2: What are the opportunities and challenges to the adoption of blockchain in higher 

education quality assurance systems  ? 

RQ3: What frameworks or models or strategies have been proposed or adopted in the 

literature related to the integration of blockchain into quality assurance in higher education? 

Research Significance/ Importance   

This study is significant as it provides a comprehensive and systematic synthesis of existing 

research on the application of blockchain technology in quality assurance within higher 

education. While blockchain has been widely discussed in educational contexts، its specific 

role in quality assurance remains fragmented and underexplored. By consolidating findings 

from recent studies ، this research highlights key application domains، identifies existing 

challenges، and reveals critical gaps  particularly the absence of standardized governance 

and implementation frameworks. 

The findings are especially relevant for higher education institutions in developing and post-

conflict contexts، such as Afghanistan، where issues related to academic fraud ، 

transparency، and regulatory inefficiencies are prevalent. This study contributes to both 

theory and practice by informing policymakers، accreditation bodies، and university 

administrators about the potential and limitations of blockchain-based quality assurance 

systems، thereby supporting evidence-based decision-making and future technological 

adoption. 

Research Objectives 

Main objective:  The primary aim of this study is to systematically review and analyze the 

existing literature on the use of blockchain technology to enhance quality assurance 

processes in higher education . 

Specific Objectives 

1. To identify and categorize the main applications of blockchain technology in quality 

assurance systems in higher education . 

2. To examine the key benefits and opportunities offered by blockchain for improving 

transparency، security، and efficiency in quality assurance processes. 

3. To analyze the technical، organizational، and regulatory challenges associated with the 

adoption of blockchain in higher education quality assurance . 

4. To review and compare existing blockchain-based frameworks، models، and strategies 

proposed for quality assurance in higher education . 

5. To highlight research gaps and propose directions for future research and practical 

implementation of blockchain-enabled quality assurance systems. 

Literature Review 
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The increased emphasis on transparency، integrity and efficiency in higher education quality 

assurance (QA) systems has created interest in new technologies، including blockchain 

technology. Institutions are facing significant challenges relating to accreditation، verifying 

degrees، and transparency of administration; thus، blockchain has been regarded by some 

as a disruptor. This systematic literature review synthesizes key studies in the field of 

blockchain and QA and its surrounding features in higher education . 

Initial studies (e.g.، Deepak، 2024; Raimundo & Rosário، 2021) focused on blockchain as 

an opportunity for security and transparency with respect to credential verification. The 

decentralized structure of blockchain can be utilized to produce immutable academic 

records that increase confidence of stakeholders. 

A number of empirical studies (e.g.، Konecna & Budik ، 2023; Mata et al.، 2025) point out 

the increasing awareness of the different possibilities offered by blockchain، as well as how 

perceived quality and perceived usefulness، directly impact student satisfaction and 

academic performance - a contribution that is significant in quality assurance since student 

performance and perceptions of quality are two typical indicators in assessing quality. 

There has also been research devoted to blockchain-based quality assurance (QA) models 

(Alkhatib et al.، 2024; Ayub Khan et al.، 2021) that have shown significance reduced 

verification time، increased data integrity and security، and records stored through various 

cryptographic means of protection. Those studies show the ability of blockchain technology 

to improve quality assurance governance and compliance . 

Wang et al. (2025) has even identified the first systematic review of blockchain in 

educational research، and they did find four categories of adoption of blockchain into 

education that had strong overlap with QA - credential verification، quality data 

management، administrative digitalization، and student assessment . 

While there are generally positive and encouraging improvements due to the incorporation 

of blockchain into QA systems and processes، there are still issues that are being addressed 

in the literature. The studies referenced in the previous section (El Koshiry et al.، 2023; 

Widayanti et al.، 2021)، discuss technical challenges، such as issues with interoperability 

and data privacy، and socio-organizational challenges، such as resistance to change، cost of 

implementation، and lack of regulatory clarity . 

Recent studies are also increasingly drawing attention to governance mechanisms for 

blockchain systems for QA (de Alwis et al.، 2025) and showcase that collaborative QA 

mechanisms will be buoyed by formalized policies ، accreditation standards، and 

mechanisms for cross border collaboration to support international scaling of QA using 

blockchain . 

It is clear from this body of literature that there is a strong case for blockchain technologies 

as secure، efficient ، and transparent systems that can revolutionize the processes for quality 

assurance in higher education; however ، the literature also supports the significance of 

institutions embedding readiness mechanisms، technological standards and policy 

frameworks in order for them to be able effectively adopt blockchain-based processes for 

quality assurance. 

Table 1. Summary of Key Studies on Blockchain and Quality Assurance in Higher 

Education 
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Author(s) Methodology Key Findings 

Alkhatib 
et al. 
(2024) 

Experimental 
design; prototype 
implementation 
using Ethereum، 
smart contracts، 
AES-ECCDSA 

Blockchain improves data integrity ، 
transparency، and security. 
AES_ECCDSA outperforms other 
cryptosystems. System shows 
reduced verification time and 
higher efficiency. 

Ayub 
Khan et 
al. (2021) 

Architectural 
design of 
Hyperledger-based 
system (HEDU-
Ledger) 

Enables secure، traceable، and 
tamper-proof degree attestation. 
Enhances trust among HEC ، 
universities، and students. Reduces 
manual intervention and delays. 

Raimundo 
& Rosário 
(2021) 

Systematic 
Bibliometric 
Literature Review 
(37 articles) 

Blockchain enhances knowledge 
sharing، privacy control، and secure 
record management. Challenges 
include scalability and regulatory 
adaptation. 

Mata et al. 
(2025) 

PLS-SEM analysis 
(SmartPLS) on data 
from 583 students 

Perceived quality of blockchain has 
a direct positive impact on student 
performance. Usability is mediated 
through satisfaction. Continuance 
intention moderates outcomes. 

Konecna 
& Budik 
(2023) 

Survey (online 
questionnaire)، 
descriptive 
statistics & content 
analysis (147 
respondents) 

Awareness of blockchain is 
growing among stakeholders. 
Identified suitable areas for 
implementation (certificates ، 
administration). Trust and security 
are key drivers. 

Wang et 
al. (2025) 

Systematic 
Literature Review 
(64 articles ، 2016–
2023) 

Categorized key themes: 
applications (e.g.، credentialing) ، 
benefits (transparency)، and 
challenges (interoperability ، 
regulation). Recommends focus on 
QA and digital transformation. 

de Alwis 
et al. 
(2025) 

Systematic 
Literature Review 
(63 journal articles 
from 4 databases) 

Identifies lack of governance 
models for blockchain-based 
accreditation. Highlights need for 
frameworks to ensure authenticity، 
interoperability، and policy 
alignment. 

El 
Koshiry et 
al. (2023) 

Narrative 
Literature Review 

Blockchain can enhance 
transparency، efficiency، and 
sustainability in education systems. 
Barriers include technical 
complexity، cost، and regulatory 
gaps. 

Deepak، 
D. (2024) 

Conceptual 
research; 
theoretical analysis 

Emphasizes blockchain’s role in 
enhancing security، global 
verification، and credential 
transparency. Highlights potential 
for inclusivity and secure digital 
transformation. 

Widayanti 
et al.، 
2021 

Mixed-methods 
study (qualitative 
& quantitative) 

Blockchain improves efficiency and 
transparency but faces limitations in 
data privacy، cost، and stakeholder 
readiness. Calls for balanced ، 
context-aware integration. 

 

Research Methodology 

This systematic review of literature is based on articles published between 2018 and 2025 

on the application of blockchain in higher education. The review comprised journal articles 

and conference proceedings from the user-given pool since they are targeted at application 
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of blockchain technology for educational quality management، record keeping ، 

accreditation activities or administrative functions. Our review includes over 30 studies 

from various geographical locations including Asia، Europe and North America. Empirical 

surveys and descriptions of prototype systems are included in the analysis. 

 Data Collection Method 

In this systematic literature review، data collection was carried out using a structured، multi-

phase approach based on the PRISMA 2020 model to ensure transparency and rigor. 

Initially ، 80 research records were gathered from peer-reviewed journals، conference 

proceedings، and academic repositories. Sources included IEEE Xplore، Springer ، 

ScienceDirect، and other scholarly databases. After removing duplicates (n = 15)، 65 articles 

were screened by title and abstract. Based on predefined inclusion and exclusion criteria ، 

38 articles were selected for full-text assessment. Out of these، 31 met the eligibility criteria 

and were included in the final analysis. During the data collection phase، key metadata such 

as title، source، year of publication، thematic focus، and type of research were extracted and 

organized thematically to support qualitative synthesis. 

Table 2. Summary of Research Papers on Blockchain and Quality Assurance in Higher 

Education 

Source 
No. of 
Articles 

Title Example 
Publication 
Year Range 

IEEE Xplore 8 
Blockchain-Based QA System for 
Academic Programs (Alkhatib et al.) 

2021–2025 

Springer 5 
Online Teaching Research Based on 
Blockchain (Min & Bin) 

2022–2024 

ScienceDirect 4 
Collaborative Learning Model with 
Blockchain (Bjelobaba et al.) 

2023 

MDPI (Applied 
Sciences / 
Sustainability) 

6 
Educational Blockchain: Degree 
Attestation System (Ayub Khan et al.) 

2021–2024 

ACM / Conference 
Proceedings 

4 
Blockchain in Higher Education: Case 
Study on Micro-Credentials 

2022–2025 

Other (Taylor & 
Francis، Emerald، etc.) 

4 
Blockchain Framework for Accreditation 
Governance (De Alwis et al.) 

2023–2025 

This table provides a summarized breakdown of the key academic sources، the number of 

research articles extracted from each ، sample titles، and the publication years. The review 

includes a balanced mix of journal articles and conference papers from major publishers 

such as IEEE، Springer، and MDPI. Most articles were published between 2021 and 2025 ، 

indicating the recency and relevance of the research. These studies collectively explore 

blockchain applications in quality assurance، digital credentialing، teaching evaluation، and 

accreditation processes in higher education. 

Table 3. Inclusion and Exclusion Criteria for Literature Selection 

Criteria Type Inclusion Criteria Exclusion Criteria 

Publication 
Period 

Articles published between  
2018–2025 

Articles before 2018 

Research Focus 
Studies on blockchain applications in higher 
education QA system s 

Studies unrelated to higher education or 
QA 

Study Type 
Peer-reviewed journal articles and 
conference proceedings 

Non-peer-reviewed sources، editorials، 
blogs، news items 
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Criteria Type Inclusion Criteria Exclusion Criteria 

Content 
Relevance 

Direct focus on quality assurance ، 
accreditation، teaching assessment، or 
governance 

Articles focusing on blockchain in 
finance، healthcare، or unrelated fields 

Language English-language publications Non-English publications 

Access & 
Availability 

Full-text available for review Articles not accessible in full text 

 

Table 3 outlines the inclusion and exclusion criteria used during the data screening and 

eligibility phases. These criteria ensured that only high-quality، relevant، and peer-reviewed 

sources were considered. The inclusion focused on recent research (2018–2025)، 

specifically dealing with blockchain in the context of quality assurance in higher education. 

Studies outside this scope، non-peer-reviewed works، or articles lacking full-text access 

were excluded. This systematic filtering helped maintain the academic integrity and 

relevance of the final study set. 

Data Extraction 

For this systematic literature review ، the data extraction process was meticulously carried 

out using the PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-

Analyses) model. This structured framework ensures clarity، consistency، and transparency 

at each stage of the review. The study focused on analyzing scholarly research related to the 

application of blockchain technology for quality assurance in higher education between the 

years 2018 and 2025. 

A total of 80 research records were identified through comprehensive database searches and 

additional sources. Following strict inclusion and exclusion criteria ، the most relevant and 

high-quality studies were selected. Each article was evaluated and coded to extract thematic 

data related to blockchain usage، QA systems، administrative functions ، digital 

credentialing، and teaching/learning assessments. This systematic approach allowed for a 

consistent analysis of trends، challenges، and implementation gaps in the field. 
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Figure 1. PRISMA Flow Diagram Analysis 

The data extraction process in this systematic literature review followed the PRISMA 2020 

framework، ensuring a transparent and structured approach to collecting relevant data from 

identified studies. After identifying a total of 80 records from both databases (n = 74) and 

additional sources (n = 6)، duplicate records (n = 15) were removed، resulting in 65 unique 

records eligible for screening. Titles and abstracts of these 65 records were thoroughly 

reviewed to determine their relevance to the research topic، leading to the exclusion of 27 

studies that were considered out of scope. 

Next، 38 full-text articles were assessed for eligibility. During this phase، each study was 

critically evaluated to determine whether it focused specifically on quality assurance (QA) 

in higher education (HE)، particularly in the context of blockchain technology. Seven 

articles were excluded due to not meeting the eligibility criteria ، leaving 31 studies that were 

included in the final qualitative synthesis. 

Data extraction from these 31 included studies involved systematically capturing key 

information such as the type of blockchain application ، context of use (e.g.، credential 

verification، quality assurance systems، administrative digitalization)، geographical scope، 

methodological design (empirical vs. conceptual)، and identified benefits and challenges. 

This process was conducted using a standardized data extraction form to ensure consistency 

and accuracy across all studies. 

Moreover، the extracted data provided a basis for thematic analysis، allowing the reviewers 

to categorize findings into major domains such as blockchain for credential management ، 
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QA system automation، and accreditation governance. Through this structured process، the 

review identified both the opportunities and gaps in the existing literature، including the 

need for empirical validation and the development of standardized blockchain governance 

frameworks in higher education. 

Method of Data Analysis: Data analysis of this systematic literature review used a 

qualitative thematic synthesis approach modeled on the systematic nature of the PRISMA 

stages. After the final inclusion of the 31 eligible studies ، the extracted elements were 

analyzed to identify thematic patterns and categories of blockchain applications in quality 

assurance (QA) in higher education (HE).  

Each study was initially coded based upon which broad area they focused on (e.g. ، 

credentialing، QA governance models ، teaching assessments، administrative systems ، 

accreditation). All coding was carried out manually with thematic coding entailing 

engagement with the research data manually and categorical support from a spreadsheet for 

consistency. The extracted categories were the blockchain type used (e.g.، Hyperledger ، 

Ethereum)، which QA process they were targeting، benefits، challenges، and geographical 

context. 

This systemic literature review analysis stage was organized around grouping studies into 

five thematic categories:  

1. Credential and Record Management 

2. Quality Assurance Systems (QAS) 

3. Administrative and Service Digitalization 

4. Teaching-Learning Evaluation 

5. Accreditation and Governance 

Similarities and differences related to the methods، findings، and use of technology for all 

themes were identified. For instance، the benefit of having a smart contract automate QA 

processes was documented as a benefit in some studies (e.g.، Alkhatib et al.، 2024)، while 

limitations related to interoperability and costs، as well as information security were 

expressed in quite a few studies (e.g.، Saleh et al.، 2023; Yu et al.، 2024). 

In the analysis، consideration was also given to the types of study designs namely، empirical 

case studies، conceptual studies، and technical studies to allow for the evaluation of 

theoretical propositions as well as their applicability and the validation of blockchain-based 

QA models in pedagogical practice. 

Furthermore، identified gaps such as the lack of standardized governance models، lack of 

empirical evidence was also highlighted in order to suggest directions for future research 

into blockchain-based higher education QA systems. The qualitative synthesis sought to 

provide an overall picture of the role، impact and implications of the blockchain in building ، 

maintaining ، and improving the structural، transparent ، and efficient workings of QA 

systems in higher education. 

This systematic literature review has produced a thorough summary of the current academic 

trajectories related to the use of blockchain technology in quality assurance (QA) systems 

in higher education. We used PRISMA standards to guide the review and selection of 31 

peer-reviewed studies from 2018-2025 for further analysis. The studies reflected research 

from a range of geographic locations، indicating the significant interest in harnessing 
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blockchain to potentially impact educational consideration. The research represented 

universities and/or authors from Asia (n= 8)، Europe (n=8) ، Middle East ، (n=1) North 

America (n=14). 

 The main findings reflect strong conceptual agreement that blockchain does have 

transformative potential to enhance transparency، efficiency، and trustworthiness of QA. 

Attributes linked to blockchain across multiple studies are trusted academic 

records/credentials، automated validation processes to quality standards، and a 

demonstration of institutional accountability. Studies described how blockchain provides 

decentralized systems that align with QA in education ، including degree validation ، 

administrative digitalization، accreditation tracking، and validating online programs. 

Nevertheless، the review also uncovers evidence of a significant disconnect between 

conceptual innovation and implementation. Though there have been plenty of early stage 

piloted frameworks and prototypes - and especially in the areas of credential verification 

and QA automation - fully implemented blockchain at the systemic level is still rare. Most 

of the models are either theoretical، conceptual، early-stage، or experimental، and there is 

very little empirical evidence to show they are effective in a real institutional setting. 

Although the review did identify the serious barriers that need to be addressed before a 

blockchain approach can be adopted and normalized in higher education QA space، namely ، 

technical complexity، implementation cost، incomplete and/or non-standard 

interoperability، and undefined legal and regulatory frameworks - particularly in the 

medium- and low-income countries. The gap in formal standardized governance 

frameworks for 'blockchain use in higher education QA' was brought up repeatedly، 

suggesting that without an absolutely clear policy infrastructure، uncertainty will exist and 

the use of a blockchain approach will be piecemeal. 

In summary، the overall outcome of this review indicates that blockchain is a viable، albeit 

emerging option for higher education QA improvement. The benefits of blockchain are 

well-documented in theory and early practice، yet successful implementation at scale will 

require policy coordination، stakeholder acceptance، technical standardization، and 

empirical validation ، to move from concept to implementation. 

RQ1: What are the main applications of blockchain technology in improving quality 

assurance practices in higher education? 

The review found that blockchain is being utilized in several core areas of QA in higher 

education. The most developed application is in credential verification and academic record 

management، where blockchain’s immutability ensures secure، tamper-proof storage and 

global verifiability of degrees and transcripts (Ayub Khan et al.، 2021; Deepak، 2024). 

Another major area is the implementation of blockchain-based quality assurance systems 

(QAS) that automate audits، evaluations، and data reporting using smart contracts (Alkhatib 

et al.، 2024). These systems aim to reduce the burden of manual QA processes while 

improving accuracy and accountability. 

Furthermore، blockchain facilitates the digital transformation of administrative services 

such as enrollment، certification، and student data access. Studies like those by Lukita et al. 

(2023) highlight how digital universities benefit from automation and data synchronization 

across departments. Additionally، blockchain is being explored to enhance teaching-
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learning assessments، particularly in online settings where integrity and tracking are key 

(Min & Bin، 2022). Some research also addresses blockchain's role in supporting 

institutional accreditation and governance، though these models are still emerging (De 

Alwis et al.، 2025). 

 

Table 4: Key Applications of Blockchain in QA in Higher Education (RQ1) 
Key Application Description Key Sources 

Credential Verification 
& Records 

Blockchain used for secure، tamper-proof 
degrees and transcripts. 

Ayub Khan et al. (2021) ، 
Deepak (2024) 

QA System Automation 
Smart contracts automate quality checks ، 
evaluations، and audits. 

Alkhatib et al. (2024)، Javed 
& Alenezi (2023) 

Administrative 
Digitalization 

Blockchain enhances transparency in 
enrollment، certificates، records، etc. 

Lukita et al. (2023)، Mufron 
et al. (2024) 

Teaching & Learning 
Evaluation 

Applied in online courses and peer-
assessment frameworks for integrity. 

Min & Bin (2022)، Bjelobaba 
et al. (2023) 

Accreditation & 
Governance 

Supports accreditation tracking and data 
transparency across institutions. 

De Alwis et al. (2025)، El 
Koshiry et al. (2023) 

 

 

RQ2: What are the opportunities and challenges to the adoption of blockchain in 

higher education quality assurance systems? 

The literature highlights a balanced mix of opportunities and challenges. On the opportunity 

side، blockchain offers transparency، trust، and efficiency، which are critical to any QA 

process. Automated validation and audit processes، enabled by smart contracts، reduce time 

and human error while improving reliability (Alkhatib et al.، 2024). Furthermore، 

blockchain allows real-time ، cross-border verification of educational credentials، aiding 

international student mobility (Shang et al.، 2023). 

However، the challenges are significant. A major concern is the technical complexity and 

scalability of blockchain systems. Integrating blockchain with traditional educational 

infrastructure requires specialized expertise and may face resistance from institutions (Yu 

et al.، 2024). Other challenges include lack of interoperability ، regulatory uncertainty، and 

concerns over data privacy and digital literacy. Despite these hurdles، the interest in 

blockchain remains high، and continued experimentation and pilot programs are underway. 

Table 5: Opportunities and Challenges of Blockchain in QA (RQ2) 
Aspect Key Points Key Sources 

Opportunities 
Transparent data ، automation، 
efficiency، security ، cross-
border verification. 

Deepak (2024)، Shang et al. (2023)، Ayub Khan 
et al. (2021) 

Challenges 
High cost، lack of standards ، 
technical complexity، data 
privacy concerns. 

Yu et al. (2024)، Saleh et al. (2023)، Alkhatib et 
al. (2024) 

Legal & 
Policy Gaps 

Absence of governance 
frameworks and regulatory 
barriers. 

De Alwis et al. (2025)، El Koshiry et al. (2023) 

RQ3: What frameworks or models or strategies have been proposed or adopted in the 

literature related to the integration of blockchain into quality assurance in higher 

education? 

Several frameworks and models have been proposed in the literature، although their 

implementation varies. Alkhatib et al. (2024) presented an Ethereum-based QA system 
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framework that leverages smart contracts and IPFS for transparent، automated governance 

of quality processes. Ayub Khan et al. (2021) suggested a Hyperledger-based credential 

verification architecture، emphasizing data integrity and trust between universities and 

higher education authorities. Other studies، such as Bjelobaba et al. (2023)، proposed peer-

review models using blockchain to track student performance and ensure fair evaluations. 

Some authors focused on developing digital university infrastructures، where blockchain 

acts as the backbone for all administrative and academic services (Lukita et al. ، 2023). 

Additionally، De Alwis et al. (2025) emphasized the urgent need for standardized 

governance frameworks، especially to address the authentication and regulation of academic 

credentials across borders. While promising، many of these frameworks are conceptual or 

in prototype stages. The review underscores the need for empirical validation، stakeholder 

engagement، and policy development to move from conceptual models to scalable، real-

world applications. 

Table 6: Proposed Frameworks and Strategies for Blockchain Integration in QA (RQ3) 
Model/Strategy Purpose / Contribution Key Sources 

Ethereum-based 
QA System 

Smart contracts and IPFS for QA transparency and 
automation. 

Alkhatib et al. 
(2024) 

Hyperledger 
Credential System 

Trusted، decentralized verification of academic credentials. 
Ayub Khan et al. 
(2021) 

Peer-review 
Learning Model 

Transparent student evaluation using blockchain for 
collaborative work. 

Bjelobaba et al. 
(2023) 

Digital University 
Framework 

Integrated blockchain systems for all academic and 
administrative tasks. 

Lukita et al. (2023) 

Governance Model 
Proposal 

Emphasis on creating regulatory frameworks for 
blockchain QA systems. 

De Alwis et al. 
(2025) 

This systematic literature review investigated the state of play of blockchain use in quality 

assurance (QA) in higher education. The review focused on 31 articles identified through a 

comprehensive literature search that included empirical studies، theoretical frameworks، and 

reflections. The data analysis indicated that the use of blockchain technology is still embryonic 

or embryonic in education، but its potential، both theoretically and practically، is endorsed in 

many fields. This discussion draws together the research findings in relation to the three 

research questions and offers some critique of the trends، practical implications and gaps in the 

literature that still exists.  

The review shows that credential verification and academic records and document management 

is the most immediate application of blockchain. Many studies noted the merits of deploying 

decentralized ledgers to authenticate degree certificates، transcripts and academic 

achievements (Ayub Khan et al. 2021; Deepak، 2024). This not only eases the long-standing 

dilemma of credential fraud، but addresses the issue of disaggregated academic data. In 

addition، in the quality assurance systems area ، the architecture of blockchain systems - 

particularly ‘smart contracts’ - has the potential to automate repetitious and manual activities 

associated with quality assessment reviews and audits in education (Alkhatib et al.، 2024). This 

dovetails with higher education's national commitment to enhance data transparency ، 

accountability، and bureaucracy reduction. 

From a strategic standpoint، blockchain can also be positioned as an enabler of the digital 

transformation of university services. For example، Lukita et al.، (2023) note that institutions 

looking at blockchain as a digital administrative tool are claiming improvements in efficiencies 
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related to data، access controls، and processes/automation of services. All of these 

improvements are in relation to institutional quality. Furthermore، its complementary 

relationship with online and hybrid learner models demonstrated blockchain has an 

interdisciplinary relevant role in new and emerging education systems (Min & Bin ، 2022). 

Yet، as we have discussed، there are barriers to adoption. Notably the highlighted limitations ، 

related to financially burdened costs of rollout، troubles with scalability and the difficulty of 

having a standardized governance approach. These are especially problematic in economically 

deprived areas like Afghanistan، where expensive and infrastructure costs of implementing and 

using blockchain limited effectiveness (Yu et al.، 2024; Saleh et al.، 2023) and we need to 

acknowledge the regulatory uncertainties and data privacy as considerations that have 

complicated research into actionable frameworks that include both the technological and legal 

frameworks due to the dearth of research in this area (De Alwis et al.، 2025). 

Another significant limitation in the existing literature is the lack of empirical evidence and 

practical examples. There exist many conceptual models and pilot frameworks. However، 

longitudinal studies or practically measured improvement in the quality assurance outcomes 

post-blockchain implementation is scarce. These evidentiary gaps beg questions about 

scalability ، uptake، and institutional readiness، that is ، the potential transfer of theoretical 

potential into practical outcomes. 

Nevertheless، in reviewing the literature، the consensus is that blockchain is often characterized 

as a disruptive technology that shares fundamental quality assurance goals; transparency، 

accuracy، trust، and accountability. The optimistic perspective present amongst researchers and 

early adopters is indicative of an evolving direction towards blockchain-enabled education 

governance، even if the existing fragmentation is apparent. It is clear that moving forward we 

need to engage in cross-sector collaboration to obtain education institutions، accreditors ، 

relevant policy-makers، and technologists to co-develop standardized frameworks، funding 

models، and legal frameworks to create the conditions for transformative، and sustainable 

practice. 

Overall، as explored in this paper، blockchain is still in the exploratory stage of its relationship 

with QA in higher education. However، with the convergence of educational reform and 

advancing technologies creates an inviting and fertile area for new research، experimentation ، 

and systemic change. Future work needs to focus on developing models that are scalable ، 

secure، and contextualized، that not only constrain and standardize quality assurance، but also 

instigate improvements in fairness، equity، and trust within the prevailing global education 

systems. 

Conclusion 

This systematic literature review aimed to investigate the ways in which blockchain is being 

utilized in terms of quality assurance (QA) systems within higher education. Conducted within 

the PRISMA framework، this systematic literature review incorporated 31 peer-reviewed 

articles published between 2018-2025 which considered the applications، opportunities and 

challenges، proposed frameworks or strategies for blockchain to be implemented within QA 

processes. 

This systematic literature review found that blockchain has the potential to enhance QA 

processes، mainly related to the role of ensuring security، transparency and verifiability of 
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academic data. The most common applications of blockchain in QA were in credential 

verification systems ، automated quality assurance audits through the use of smart contracts ، 

and digitalizing foreground university administration functions. Some of these applications 

speak to the global trends approving accountability in regards to educational institutions ، 

moves toward data-driven governance in higher education ، and international mobility of 

credentials . 

Despite these findings، it was found that blockchain adoption and applications in QA systems 

demonstrated limited adoption، still conceptual and fragmented. Most of the proposed models 

are still in the conceptual or pilot stages، and are limited operationally by a variety of factors. 

Notable barriers to blockchain adoption included things such as limited operational budgets ، 

not having standardized technical frameworks or governance framework processes، regulatory 

considerations، or too much technical complexity - particularly for institutions in developing 

or resourced constrained contexts. As the literature we examined emphasized the theoretical 

aspects of the blockchain and quality assurance، we could make no conclusion about whether 

the implementation of blockchain within QA affected quality outcomes within their 

institutions. 

Nevertheless، this review reinforces the idea that blockchain is a transformational enabler of 

future QA in higher education with appropriate investments in infrastructure، regulation and 

capacity. To move from theory to practice، there is an urgent need for cross-institutional 

collaboration، interoperability standards، and longitudinal studies for empirical verification . 

In conclusion، blockchain presents a compelling vision، and with regard to both interaction and 

development of robustness in quality assurance systems ، while trustworthiness، support and 

coordination take many forms، widespread adoption of blockchain technology requires much 

more than the technology was ready for   it is reliant on institutional will، regulatory rationale، 

stakeholder acceptance and contemporaneous coordination at a global level. This study 

provides a preliminary synthesis on what is an evolving field of inquiry، to assist researchers ، 

practitioners and policymakers to better understand the present reality، and navigate avenues 

for purposeful adoption of blockchain technology in higher education quality assurance 

systems. 

Recommendations 

Drawing from the findings of this case study، we recommend that future research and 

institutional practice engage with the design and implementation of common governance 

frameworks and policies that integrate blockchain with quality assurance systems. Emphasis 

should be on how to implement scalable as well as inexpensive models to facilitate and 

promote education in developing countries and fragile education systems. Designed models 

must also include substantial investment in capacity building، including training of faculty ، 

educational administrators، and IT specialists to ensure effective and sustainable 

implementation . 

Next، researchers should design empirical studies and pilots to assess the practical 

implementation of blockchain to demonstrate how it can affect institutional quality ، 

transparency، and efficiency. Considering combination of the ethical، legal، and privacy 

implications surrounding blockchain technology، with respect to data ownership and student 

consent  ، must be a paramount consideration. Given the need for collaboration amongst the 
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primary stakeholders in higher education (universities، accreditation agencies، and policy 

makers)، we recommend a collective process to widely ، ethically، and practicably 

implement blockchain technology for quality assurance in higher education in the future. 
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